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Defending atthe ™
Speed of Treats: ')

Intelligence-Driven Gyher
Operations and Digital RISK
Protection




Recorded Future



Whatitis:
A solution to turn external intelligence into
proactive cyber defence

Cybersecurity Enterprise Risk Fraud & Financial Why it matters

Leaders Leaders Crime Leadrs

Al is accelerating vulnerability
discovery and exploitation, while
unseen threats can cause financial
loss, operational disruption,
reputational damage and compliance
)) failure. Recorded Future connects
external intelligence with
organisational context, helping teams
identify relevant threats earlier and
take analyst-controlled or autonomous

action before threats become
Anticipate relevant threats and act earlier through incidents.

intelligence-led protection across critical risk domains.
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WhatlIt does:
Accelerateintelligence-led cyber decisions

Prioritise relevant threats

Focus resources on material exposure

Recorded Future: One Platform. Complete Autonomous Defense.

One intelligence foundation, applied across four critical enterprise risk domains.

Operationaliseintelligence

Accelerate detection, investigation and response. @ @
_ Operatons Pratecton Third-Perty Risk “oud
AUtomate derenswe WO"("OWS socurty operatons, gty O e parner iy
Respond at machine speed. 0 e g
© © © ©

Sustainintelligence-led operations o fastera o0k reductonin 3% nrease $30m v

. . e identifying a new time to c_ieallwth brand in visibility |_nto fraud losses™
ContanOUSIy |mprove Cyber Ca pab”'ty threat than before* protection incidents* third-party risks*

Benefits

» Earlier identification of relevant threats ©
+ Stronger visibility across four risk domains

* More sustainable intelligence-led security operations '
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HowlitdoesIt: Demo

Input

Organisational assets, priority use cases, existing workflows and
relevant external threat intelligence.

Action

The platform correlates threats with the organisation’s environment
while KPMG integrates, operationalises and governs intelligence-
led workflows.

Output

Prioritised insights, enriched investigations, updated detections,
playbooks and actionable reporting.

Impact

Identify, investigate and respond to relevant threats earlier while
strengthening long-term capability.
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Explore intelligence-led
defence herore tnreats Request a consultation to
hecome Incldents turn threat intelligence

into sustained cyber

] ] ] outcomes.
Discover how external intelligence can strengthen

decisions and action across cyber operations,
digital risk, third-party risk and payment fraud.

Consider a discussion if you are:

« Strengthening proactive threat detection and response

» Monitoring external, brand or supplier exposure I_eonar[l Ngﬂel

» Advancing towards agentic and autonomous workflows Senior Associate, Cyber

KPMG in Singapore

leonardngoei@kpmg.com.sg
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Recorded Future Provides the Intelligence. KPMG Delivers the Outcomes.

A joint proposition that combines external threat intelligence with implementation, operationalisation and sustained capability uplift.

INTELLIGENCE
TO OUTCOMES

RECORDED FUTURE

External intelligence and autonomous detection Stibset Il el e Elsl G el [yalag

G Intelligence platform and feeds Define operating model and priority use cases

Integrate into SOC, IR and risk processes
° Early identification of relevant threats

Build playbooks, workflows and governance

° Autonomous threat insights and enrichment
Train teams and support managed operations

° Integration with existing security workflows , ,
Measure outcomes and improve maturity
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FromPlatform Deployment to Sustained Intelligence-Led Operations

A structured journey to embed Recorded Future across technology, processes and teams.

DEPLOY

Implement and configure
the platform

. Integrate SIEM, EDR,
SOAR and ticketing

Tune intelligence and
establish baselines

OPERATIONALISE

Develop intelligence-led
use cases

Build triage, hunting and
risk workflows

Establish reporting and
governance

MATURE

Assess program and
operating model

Advance SOC and
automation use cases

Expand proactive threat
hunting

KPMG supports the journey from initial value realisation through long-term capability development.

SUSTAIN

Provide managed or co-
managed services

Continuously tune and
optimise

Track performance and
capability uplift
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The Partnership Converts Intelligence into Sustainable Gyber Outcomes

Technology, operating model and specialist support combine to create lasting capability.

Accelerate adoption

Shorten the path from platform
deployment to usable security workflows.

@ Improve response
RECORDED FUTURE Support more informed detection,
o+ investigation and response decisions.
@ Operationalise intelligence KPMG
Embed intelligence across people,
processes and existing technologies. Intelligence-led

security capability

@ Build sustainable capability

Continuously tune, govern and mature
the intelligence-led program.

@ Enhance visibility

Strengthen cyber operations and
monitoring of external digital risk.

Outcome: a scalable intelligence-led security program that moves from insight to action.
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RISKRecon



whatitis:
A service to build and sustain stronger third-
party risk management

Third-PartyRisk Enterprise Risk Information Security Whyitmatters
Managers Leaders Risk Teams

Expanding digital ecosystems increase
reliance on interconnected suppliers, cloud
providers and SaasS platforms, creating
vulnerabilities across extended supply
chains. Limited visibility, inconsistent

)) security requirements, concentration risk

‘ and weak incident preparedness make

informed oversight difficult. Organisations
need a structured, scalable capability to
identify, prioritise and manage third-party

risks before they disrupt operations or
Manage thlrd-party risk through integrated weaken Cyber resilience.

governance, processes and risk intelligence.
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Whatitdoes
Turn third-party risk insightinto sustained control

Reveal the extended risk landscape

|dentify, classify and prioritise third parties based on risk and
business criticality. S —

S8 Dashboard

Embed governance and accountability

Align roles, processes, controls and decision-making across
the third-party lifecycle.

Strengthen the operating model

Sustain consistent execution, performance oversight and
continuous improvement at scale.

Benefits
« Faster, risk-informed third-party decisions T——
» Consistent governance across business functions '
» Proactive response to emerging exposures — —
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HowlitdoesIt: Demo

Input

Current TPRM practices, third-party information, business needs
and future-state ambitions.

Action

Assess maturity, establish a risk-based register, define governance
and operationalise monitoring and response processes.

Output

A tailored roadmap, third-party register, operating model, risk
insights and continuous monitoring capability.

Impact

Faster decisions, clearer accountability and stronger control across
the third-party lifecycle.
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Explore stronger control over
third-party risk

Request a consultation to
make third-party risk
visible and actionable.

Discover how to build a scalable, data-driven
TPRM capability with clearer governance,
actionable risk intelligence and sustained
oversight.

Consider a discussion if you are:
« Building or strengthening a TPRM capability

LeonardNgoel

Senior Associate, Cyber,
improvement KPMG in Singapore

» Addressing limited visibility across third and fourth parties

» Operationalising continuous monitoring, response and

leonardngoei@kpmg.com.sg
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General disclaimer
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