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Al-Powered
Continuous "
Control Monitoring =

Identify control gaps early and.«
accelerate evidence-backee
remediation




Whatitis:
Asolution to continuously assess whether
controls are working effectively

Internal Compliance Risk Management Control Owners Whyit matters

Teams Teams

Enterprise systems change
throughout the year, while periodic
testing relies on snapshots that
may already be outdated.

)) Manual evidence requests and reconciliation
consume time, gaps may remain unnoticed
between reviews, and assurance is difficult
to scale across frameworks. Continuous
monitoring provides more timely insight into
control effectiveness and exceptions.

Continuously assess controls using real-time evidence,

enabling timely remediation and stronger assurance.
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Whatit does:

strengthen control assurance through continuous visibility

Gain continuous visibility

so they can assess more systems and frameworks using
continuously collected evidence.

Detect and prioritise gaps

so they can focus attention on emerging risks and material
control issues.

Drive evidence-hacked remediation

so they can assign actions, track progress and verify
completion with evidence.

Benefits

» Gain broader visibility across systems and control frameworks

« |dentify control gaps earlier through continuous evidence evaluation

* Receive clear actions and evidence-backed remediation tracking

* Achieve stronger, more resilient control assurance
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User Journey - Compliance Review

Compliance

Teal
What they do

Experience

Key challenges

=1
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Continuous
Monitoring

@

Outcomes
The impact

o Scope the Systems ————» ° Request Evidence

Compliance team scopes
only high-risk systems for
periodic review.

Limited coverage

- Manual reviews restrict
assessments mainly to business-
crtical applications.

- Gaps may exist in non-reviewed
systems.

Connected Integrations

- 1 A Builtin Plugins make
| X ~e connecting to target systems
Fle seamless

/'I Broader system
all coverage

Requests are sent to system
owners for selected samples
and supporting evidence.

Time Consuming

- Evidence and supporting documents.
must be reques(etr and gathered
individually.

- Time-consuming follow-ups across
teams.

Automated Evidence

¢ Q Real-time evidence gathered

g # and normalized

@ Significant Time Savings
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CC L "o Review and Identify Gaps

Collected samples are
reviewed fo determine
control effectiveness.

Point-in-time Visibility

- Control gaps may remain
undetected between reviews
- Re-testing and recondiliation
require significant effort

Predefined Business
ules

=] Real-time evidence evaluated

<
% = against control criteria

Continuous visibility
into control gaps
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HowlitdoesIt: Demo

Input

Data from cloud, on-premises and hybrid systems, including _ ]
identity systems, code repositories, tickets, logs and business Solution Overview

From connected enterprise data to continuously verified control assurance

applications.

COLLECT& ANALYSE
2 | STRUCTURE MAP TO CONTROL CONTINUGUSLY
Turn data into usable Link evidence to what Find gaps before ‘ne\‘ Drive remediation to

L tha
Act 1 o n [T Gl A iy evidence matters become risks closure

CONNECT ACT & VERIFY

The solution collects and structures evidence, maps it to controls én --. E‘ quQ @

and continuously tests it against predefined criteria.

+ Pre-built integrations. + Automatically create and

0 t t (230+ connectors) + Automated and conlinuous - Map evidence to controls, + Run control fesfs using assign remediation tasks
u p u collection. risks, policies and framewolks predefined business rules
+ Cloud, on-premise and hybrid " + Notify the right owners.
identity prowgen 1AM ,code‘{t\cke(s, . Ne‘\’/rign:rl‘r%: and structure - Use Pre-Mapped control . ?:;IFI:‘ST;EE‘;&&EC"O” e
1 1 1 lib SO, NIST) : .
Users receive audit-ready evidence, control results, detected gaps g and usiness s £0, 50D oo win ondence

+ Remove duplicate and enrich - Al-driven analysis and
with metadata trend monitoring

Wide coverage across Structured, audit-ready Unified View Across Always-on visibility Stronger, more resilient
your technology landscape evidence at scale Frameworks ‘control assurance

+  Custom Integrations via API

and assigned remediation actions.

Impact

The organisation gains always-on visibility and stronger, more
resilient control assurance.
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EXplore continuous assurance
acmss VUUl' CO“"U' Speak to us on how you
enVIronment can strengthen control

assurance with

: : S continuous monitoring.
Discover how continuous monitoring can

provide timely control insights and support
evidence-backed remediation. a

Consider a discussion if your organisation is:

» Expanding assurance across systems and regulatory frameworks

« Reducing manual evidence requests and reconciliation effort Sm[lu Ra‘"chanuran

» Improving remediation ownership, tracking and closure verification Manager, Cyber,

KPMG in Singapore

sravichandran@kpmg.com.sg

m ‘ Rq © 2026 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of
FrOND independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved. ‘




kb6 | 85

BeinFront

KPMG Services Pte. Ltd.

© 2026 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of
the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English
company limited by guarantee. All rights reserved.

General disclaimer

The information contained herein is of a general nature and is not intended to address the circumstances of any particular
individual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that
such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should
act on such information without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.
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