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What it is: 
A solution to govern enterprise AI use and 
autonomous agent activity

Why it matters

Security and governance teams often 
lack visibility into which AI tools and 
agents are operating, who is using 
them and what actions they execute. 
Falcon Guardian connects AI 
interactions with Falcon Sensor 
endpoint telemetry to reveal shadow 
AI, trace prompts to system actions 
and enforce runtime policies. KPMG 
translates these insights into 
governance policies, workflows and 
sustained oversight.

CISOs AI Governance 
Leaders

Technology Risk 
Leaders

Discover AI activity, control data exposure and 
govern autonomous agent actions.
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What it does: Turn AI activity into enforceable governance

Benefits

• Visibility across sanctioned and shadow AI use
• Stronger protection for sensitive enterprise data
• Scalable oversight of autonomous agent actions

Discover AI applications, users and agents
Establish enterprise-wide visibility.

Investigate prompts and downstream actions
Understand data and agent risk.

Apply proportionate runtime controls
Govern AI without obstructing legitimate use.

Operationalise response workflows
Sustain oversight as AI adoption evolves.

https://www.figma.com/proto/SrVsUmE85HY14rcDDZPh8R/ADB-Digital-KM-Portal?page-id=4948%3A1603&node-id=4955-6200&viewport=-2705%2C-4530%2C0.81&t=hX4LMCADRekFYNVU-1&scaling=scale-down&starting-point-node-id=4955%3A6200
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How it works:  Demo

Input 
AI applications, AI agents, user prompts and organisational 
policies that need governance and oversight.

Action
Falcon Guardian uses Falcon Sensor telemetry to discover AI 
usage, trace prompts to downstream actions, inspect agent tool 
calls, detect sensitive-data exposure and apply report, transform 
or block responses based on policy.

Output
A consolidated view of AI applications, users, models, agents, 
associated risks and policy violations across the enterprise.

Impact
Security and governance teams can move from AI visibility to 
enforceable governance, reducing unmanaged AI risk while 
enabling responsible AI adoption at scale.

https://www.figma.com/proto/SrVsUmE85HY14rcDDZPh8R/ADB-Digital-KM-Portal?page-id=4948%3A1603&node-id=4955-6200&viewport=-2705%2C-4530%2C0.81&t=hX4LMCADRekFYNVU-1&scaling=scale-down&starting-point-node-id=4955%3A6200
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Explore governed AI adoption 
with runtime control

Discover how AI and agent activity can be 
transformed into actionable, sustainable 
governance.

Consider a consultation if your organisation is:
• Addressing unmanaged or shadow AI use
• Introducing autonomous agents into enterprise workflows
• Strengthening sensitive-data protection and AI policy 

enforcement

Request a consultation to 
govern AI interactions and 
agent actions at scale.

Update this to a contact 
section for the showcase lead. 
The person will not have a 
headshot. It will just be:

Name
Email
Designtation

Hu Tsun Hao
Associate Director, Cyber, 
KPMG in Singapore

tsunhaohu@kpmg.com.sg



6Document Classification: KPMG Public
© 2026 KPMG Services Pte. Ltd. (Registration No: 200003956G), a Singapore incorporated company and a member firm of the KPMG global organization of 
independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.​

A joint proposition combining runtime AI protection with governance design, implementation and operationalisation.

VISIBILITY
TO GOVERNANCE

CROWDSTRIKE FALCON GUARDIAN

Runtime visibility and control across the AI estate

1 Discover AI applications, models, users and agents

2 Inspect prompts, responses and agent tool calls

3 Detect sensitive data and malicious prompt activity

4 Apply report, transform and block responses

5 Bring AI detections into the broader Falcon platform

KPMG

Governance design, adoption and sustained 
operations

✓ Define the AI governance operating model

✓ Translate risk appetite into policies and use cases

✓ Design workflows, roles, escalation and reporting

✓ Support implementation, testing and change adoption

✓ Monitor outcomes and continuously improve controls

CrowdStrike Provides the AI Visibility and Controls. KPMG Delivers the Governance Outcomes.
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01

DISCOVER

Inventory AI applications, 
models and agents

Map users, endpoints and 
collection coverage

Baseline usage, cost and 
risk

02

DESIGN & IMPLEMENT

Prioritise governance use 
cases

Define policies, roles and 
response actions

Configure collectors, 
integrations and reporting

03

OPERATIONALISE

Embed investigation and 
escalation workflows

Move controls from report to 
transform or block

Train business, security and 
governance teams

04

SUSTAIN

Monitor coverage and policy 
effectiveness

Review exceptions and 
emerging AI use

Continuously tune controls 
and governance

KPMG helps translate Falcon Guardian capabilities into a sustainable governance capability.
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A phased journey that builds visibility first, then introduces proportionate controls and ongoing oversight.

From Shadow AI Discovery to Sustainable AI Governance
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CROWDSTRIKE
+

KPMG
AI governance

capability

01 Reveal shadow AI
Establish visibility across sanctioned 
and unsanctioned AI use.

02 Protect sensitive data
Identify and respond to sensitive 
content before unintended exposure.

03 Govern AI agents
Apply oversight to agent actions, tool 
calls and related sessions.

04 Enable proportionate control

Align monitoring, transformation and 
blocking with business risk.

05 Sustain responsible
AI adoption
Continuously oversee coverage, policies, 
exceptions and emerging use.

Outcome: scalable AI governance that supports innovation while managing data, model and agent risk.
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Technology, governance design and operational support combine to enable safer enterprise AI adoption.

The Partnership Converts AI Visibility into Sustainable Governance Outcomes
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General disclaimer

The information contained herein is of a general nature and is not intended to address the circumstances of any particular 
individual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that 
such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should 
act on such information without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.
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