
AI-Assisted 
Security Testing
Our vision for AI-assisted 
cyber defence
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What it is: 
A solution to accelerate security testing 
through AI, guided by human expertise

Why it matters

Threat actors are using AI to exploit 
vulnerabilities faster. Traditional testing 
can be quick but limited, or thorough 
but costly. AI-assisted testing 
combines speed with human 
judgement to expand coverage, 
validate findings and help 
organisations act on material risks 
sooner.

Application Security 
& Penetration 
Testing Teams

Technology / 
Application Owners

CISOs / Security 
Leaders

Detect more vulnerabilities, prioritise 
material risks and remediate them faster.
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What it does: Expand testing coverage and improve risk decisions

Benefits

• Faster identification of vulnerabilities
• Clear, business-relevant risk insights 
• Greater confidence in remediation outcomes
• More specialist focus on risk judgement

Increase testing coverage
Assess more of the attack surface while specialists focus on complex risks.

Validate findings with greater confidence
Reduce false positives and prioritise risks by exploitability and business 
impact.

Test more frequently
Retest fixes, track remediation and see whether risk is reducing.
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How it works:  Turn security testing into better risk decisions

Input 
The tester defines authorised targets, testing boundaries and 
approval limits.

Action
AI uses approved testing tools within defined guardrails.

Output
Specialists receive evidence, reproduction steps and draft 
findings for validation.

Impact
Focus on business impact, risk judgement and remediation 
priorities.
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A reasoning model plans the next step, calls specialised subagents, reads the result and decides again, all 
inside a scope the engagement lead defines.

Loop repeats until the objective is met or the time runs out

Guardrail layer
wraps every step Scope allow-list Rate limits Human approval for 

high-impact actions Full audit log

• Parses responses, 
screenshots and errors, 
and updates its map of the 
application.

03
Observe
Reflects, and 
updates context.

• Confirms, discards or digs 
deeper. Sensitive steps 
trigger a pause and a 
tester's approval.

04
Decide
Acts on what was 
observed.

• Calls real tools such as a 
browser, HTTP client or 
scanner, against in-scope 
targets only.

02
Act
Agentic tool-calls.

• Reads the scope and 
everything learned so far, 
then picks the next 
hypothesis to test.

01
Plan
Create a contextual 
foundation.

How AI-assisted security testing works
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AI expands the testing coverage. Security specialists validate the findings and make the final risk decisions.

Scope Recon Test Validate Report Retest

AI agent

Checks targets 
resolve and sit in 

scope

Maps pages, 
APIs, roles and 
technologies

Runs broad 
checks across 

every input

Reproduces 
leads and 
captures 
evidence

Drafts 
reproduction 

steps

Replays the 
original steps 

after a fix

Tester

Sets targets, 
rules of 

engagement 
and approval 

limits

Reviews the map 
and flags what 
matters to the 

business

Goes deep on 
business logic 

and attack 
chains

Confirms 
exploitability 

and real impact

Writes the risk 
narrative and 

signs off

Approves 
closure of each 

finding

Leads Supports

How AI and security specialists work together
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AI expands the speed and 
coverage of testing. Our 
specialists validate the 
findings, prioritise material 
risks and guide remediation.

KPMG’s approach: AI-powered testing, guided by specialists
We combine AI-powered scale with specialist judgement.

AI-powered speed & scale
• Use AI to accelerate reconnaissance, test-case 

generation, code analysis, and vulnerability 
discovery.

• Test more assets and increase coverage across 
applications, APIs, cloud and infrastructure.

Risk-led intelligence
• Move beyond a list of vulnerabilities.
• Correlate findings with business criticality, 

exploitability, regulatory exposure and potential 
impact so leadership knows what needs attention 
first.

Human + AI expertise
• Combine AI-driven testing with experienced 

security professionals who validate findings, 
reduce false positives and provide context that 
automated tools cannot.

From finding to fixing
• Connect security testing directly to remediation. 
• Provide actionable recommendations, track 

remediation and use recurring testing to 
demonstrate whether the organisation’s risk 
posture is actually improving.

…people to adopt Gen AI tools and build 
AI foundations to capture first wave of 
productivity 

Enable
Stage 1

…AI into workflows, products, services 
and value streams to deliver greater 
value

Embed
Stage 2

…business models and industry 
ecosystems with AI to re-define your 
company

Evolve
Stage 3
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Explore a more responsive 
security testing

Discover how AI can expand testing coverage, 
validate findings and accelerate risk-based 
action.

Consider a demo if your organisation is:
• Moving beyond annual or release-based testing
• Testing complex applications, workflows and access controls
• Improving how vulnerabilities are prioritised, remediated and 

retested

Request a demo to see AI-
assisted security testing 
in action.

Update this to a contact 
section for the showcase lead. 
The person will not have a 
headshot. It will just be:

Name
Email
Designtation

Gavan Kingdon
Director, Cyber, 
KPMG in Singapore

gavankingdon@kpmg.com.sg
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General disclaimer

The information contained herein is of a general nature and is not intended to address the circumstances of any particular 
individual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that 
such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should 
act on such information without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.
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