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whatitis:

An application to prioritise security controls

for agentic Al systems

CISOs AlGovernance & Technology Risk
Compliance Leaders Leaders

Identify agentic Al threats and prioritise controls based

on system autonomy, architecture and risk context.
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Whyit matters

As organisations expand Al adoption and
explore frontier Al, autonomous agents
introduce new risks across data,
identities, tools and interconnected
systems. Security teams also face
growing pressure to use Al to augment
threat analysis and control prioritisation.
Understanding each agent’s capabilities,
autonomy and operating context enables
organisations to apply proportionate
controls, strengthen oversight and scale
adoption with greater confidence.



Whatit does: Prioritise the right controls for agentic Al

Understand Al operating context and autonomy level

Agentic Al Governance Blueprint

Map threats across the MAESTRO 7-layer model

S your agentic

system secure?

Prioritise security controls

Guide controlimplementation

Open the app > See the blueprint

Benefits
» Stronger alignment between security and compliance
» Consistent governance across Al deployments . —
» Clear control implementation priorities - -
» Accelerates secure enterprise Al adoption . — —
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https://www.figma.com/proto/SrVsUmE85HY14rcDDZPh8R/ADB-Digital-KM-Portal?page-id=4948%3A1603&node-id=4955-6200&viewport=-2705%2C-4530%2C0.81&t=hX4LMCADRekFYNVU-1&scaling=scale-down&starting-point-node-id=4955%3A6200

Howitworks: Demo

Input

Define the business context, system architecture, Al capabilities
and autonomy level to establish risk and governance
requirements.

Action

Conduct a code discovery scan, validate findings through human-
in-the-loop review, and assess risks across the MAESTRO 7-layer
model to align controls and prioritise implementation actions.

Output

A prioritised view of agentic Al threats, recommended controls

The blueprint
from context to controls

Two phases: collect context and capability, then run the deterministic
threat-to-control engine, through the frameworks explained below.

@ Context Gathering

& Business context £ Architecture (» Capabilities (»  Autonomy level
Criticality, data sensitivity, regulatory Ownership, mutability, reachability, The lethal trifecta: data access, Where the human sits, from Level-O
scope, risk appetite. 4 identity per component. 4 untrusted content, external comms. 4+ tolevel-5.

Also drives control prioritization

CSA Autonomy Levels +

B £ MAESTRO 7-layer threat model

@ Control Prioritization

_  Control priotitization and

(@ Agentic Al threats © Al security controls =
~  implementation context
Which agent-specific risks apply to this system, The controls that answer each of those risks.
e - Which controls take priority, then how each should

and where they land.
be implemented, per the confirmed autonomy level.

OWASP Top 10 for Agentic Applications ¥ CSA Al Controls Matrix (AICM) ¥ Driven by autonomy level

How it works
three steps, one roadmap

From a repository scan to a prioritized roadmap, in three steps.

STEP @1 STEP @2 STEP @3
and implementation considerations. ‘
Impact I
. . . Code Discovery Scan Human-in-the-Loop Verification Threat Analysis
Accelerate secure Al adoption through risk-informed governance ,
The agent reads the target repository read-only You verify the scan's findings and fill in what it Threat exposure, mapped mitigations, and a
a nd de ployme nt deCiSiOnS . to understand its architecture and autonomy missed before any threat analysis runs. prioritized roadmap.
level.
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Build confidence in
enterprise agentic Al

Discover how Al context, threats and controls
support informed deployment decisions.

Consider a discussion if your organisation is:

« Adopting agentic or autonomous Al capabilities
» Scaling Al across business-critical operations

» Establishing governance for frontier Al initiatives

Request a consultation to
turn Al ambition into secure
and trusted adoption.

JianshuWeng

Director, Cyber,
KPMG in Singapore

gavankingdon@kpmg.com.sg
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General disclaimer

The information contained herein is of a general nature and is not intended to address the circumstances of any particular
individual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that
such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should
act on such information without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are registered trademarks or trademarks of KPMG International.
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