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Bronze Sandcastle is a China-aligned cyber-espionage
threat cluster active since at least 2025. The group is
known for employing DLL sideloading and encrypted
payloads, and has recently deployed modified
Meterpreter-based backdoors. Bronze Sandcastle
primarily targets organizations across Asia and Africa,
with confirmed activity in the Philippines, Taiwan,
Afghanistan, Namibia, and likely South Korea.

Initial access methods attributed to BRONZE SANDCASTLE
remain unknown, but the threat actor deploys legitimate
applications alongside malicious DLLs to enable DLL sideloading
and execute attacker-controlled code through trusted software,
including Sandboxie, Java applications, Krita, NVDA, LINE, and
Sysinternals utilities. For defense evasion, sideloaded DLLs read
encrypted payloads from local files and executes them directly in
memory, reducing disk artifacts. The malware decrypts payloads
at runtime and executes a customized Meterpreter-based
backdoor via reflective in-memory loading, leveraging
obfuscated control-flow mechanisms. For discovery, the
backdoor collects host, user, domain, operating system, process,
and network information, while operators use Windows net
commands to enumerate network, users, and system. For
command and control, the malware leverages attacker-controlled
infrastructure and trusted online services, including GitHub,
file[.]io, gofile[.]io, and Ably, to receive tasking, retrieve
configurations, and exchange data. For credential access, the
they create Volume Shadow Copies using vssadmin.exe and
copy the NTDS.dit database to obtain Active Directory
credentials and domain information. The backdoor incorporates
COFFLoader-derived and Beacon Object File capabilities for
data and credential theft and post-compromise activities.

BRONZE SANDCASTLE’s use of DLL sideloading and in-
memory execution highlights the need for robust application
whitelisting, memory forensics, and network traffic analysis.

What should you do?

= Monitor Indicators of Compromise (loCs) in your environment
to identify anomalies.

= Restrict execution of untrusted binaries that load non-
standard DLLs outside system directories.

= Conduct a comprehensive, full spectrum, threat assessment
exercise to uncover blind spots and improvement areas.

KPMG Cyber Threat Intelligence Platform is an
industry defining, research-based capability for
enhanced visibility into cyber threats.

Our machine ingestible feeds and analysis are the result
of automated, sensor-based intelligence metrics with
dedicated, expert insights of each threat to provide you the
appropriate context on a timely basis in industry standard
formats such as STIX/ TAXII/ MISP.

These feeds are additionally co-related with our industry
partners and independent research for additional context.

The intelligence obtained is then curated from strategic, tactical
and operational perspective to give you a wide-ranging view of
cyber threats.

We also assist you with our renowned cyber incident response
and threat hunting services in case you identify an active threat
in your environment.

We offer a wide-range of services, including:

Strategic threat intelligence report

Machine ingestible threat intelligence feeds

Threat intelligence driven pre-emptive threat hunting exercise

Cyber Incident Response Services

KPMG in India Cyber Response Hotline: 1800 2020 502
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Indicators of Compromise: Domain

net.dpworldto[.]com

Indicators of Compromise: Hashes
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Ped62f00Ob9e7c5780c9bdO5b096eee13a160480F

8964de054bfb70c5560ebabe224bb45723f60b37

120d204d253293d594d6fcbe681797942fb74f7a

1abe25d3255679bdc1c35c070dad0e3c4572bb4a
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