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Agenda

01 Welcome registration & Introduction
02 DORA Market Update
03 OneTrust Customer Case Studies

04 Coffee Break

05 Addressing Practical DORA Challenges (Roundtable Discussion)

06 Walking Lunch

9h00 - 9h35

9h35 - 10h00

10h00 - 10h30

10h30 — 10h45

10h45 —11h15

11h15 - 12h00
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DORA Market Update
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DORA Market Update: Focus Topics

Fourkey

Egglacvs'sr?lrﬂRA i@l 1.Regulatoryinteraction

market
update 2. Updated EBA draft guidelines

3. Designation of Critical ICT Providers

4.Rolinpractice
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Focus 1: Regulatoryinteraction-

key supervisoryinsights from DORA onsite inspections

01 02 03 04

Documentation & Clear responsibility & Proactive Resilience &Data Currency, Transparency &
Effectiveness Governance Quality Integration
. Documentation ensures . Unclear or inactive . Sustainable resilience requires . Processes, controls, and
transparency and responsibilities create gaps in forward-looking actions, inventories must be current,
traceability — but is not control and oversight regular testing, and an open consistent, and risk-oriented
sufficient on its own «  The management body must learning culture «  Technical and organisational
+  Controls must work in be actively involved in *  High-quality data is critical for measures must reinforce
practice, not only on paper steering ICT risk management all ICT processes, from risk each other to ensure true
«  Regular effectiveness and monitoring progress assessments to incident operational resilience
testing is essential for .« Effective governance requires handling «  Transparency and integration
demonstrable resilience defined roles and consistent *  Resilience improves when help avoid blind spots and
accountability organisations address fragmented risk management
weaknesses before incidents
occur

Sustainable digital operational resilience is achieved through clear responsibilities, well-established processes, full

transparency, effective integration of technology and organisation, and aproactive, learning-oriented corporate culture
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Focus 1: Regulatory interaction -
Rol expectations fromregulators

The Rolis not only areporting obligation. itis a supervisory dataset that can be used to challenge reporting accuracy, third-party dependency, geopolitical exposure.

Supervisory follow-up can go beyond the Rol template

Rol submission creates SUI]BW|80W\'|S“]|||W Clarification of ultimate parent or group entity information

ICT providers, services, contracts and
entities across the financial ecosystem Exposure to providers in geopolitically sensitive jurisdictions

Concentrations and systemic dependencies

by third, fourth party, or further Details on service category, KPIs, SLAs, and current service
capacity

Dependencies linked to critical or important
functions at both organizational and market-
level Expected resilience, future service availability, and impacted

. : : service-receiving entities
Provider hierarchy, locations and group-

level exposure

EXxit capabilities




FOCUS 2 Up

Update of the existing
outsourcing framework

v'Replaces the 2019
outsourcing guidelines
with a broader third-
party risk framework

v'Introduces more
structured expectations
across the full lifecycle
of third-party
arrangements

KPMG

guarantee. All rights reserved

Extensiontonon-ICT
third-party services

v Expands risk
management
expectations beyond
ICT outsourcing to all
third-party
arrangements

v'Significantly increases
the scope of providers
and services in focus

<A
E

dated Eﬁﬁraft guidelines - third-party risk beyond IGT

W,

Consistency withthe
DORA framework

v'Aims to ensure
alignment with DORA
requirements where
applicable

v'Supports a more
consistent approach to
managing ICT and
non-ICT dependencies

© 2026 KPMG Advisory, a Belgian BV/SRL and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company
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Implications for the
Register of Information

v'Reinforces the need for
structured, consistent
data across all third-
party arrangements

v'Signals a move toward
more integrated and
comprehensive
registers

Documen t Classification: KPMG Confidential | 9



e
E——————

Focus 3: Designation of Critical ICT Providers

Releaseofthelist {0}

Impact onCT D

ThreeICT Providers

v'"November 2025 marked the
release of the designated Critical
ICT Third-Party Providers
(CTPPs) list under DORA. CTTPs
include:

« Amazon web Services
EMEA Sarl

» Google Cloud EMEA Limited

» Microsoft Ireland Operations
Limited

« SAP SE

m © 2026 KPMG Advisory, a Belgian BV/SRL and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by
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Providers

v'The list of CTPPs designated by
the European Supervisory
Authorities (ESAs) will now be
subject to direct supervision in the
form of:
« annual risk assessments;
* onsite inspections;
« compliance with reporting
requirements; and.
 active response
mechanisms to supervisory
requests and
recommendations.

Categories

v'Designated Critical Supplier:
Designated as critical by the
ESAs or voluntarily opting in to
the designation.

v Critical CIF Support : Non-
designated ICT service providers
supporting a critical or important
function for their FE customers.

v ICT Suppliers not supporting
customer CIFs : Non-designated
ICT service providers that do not
support a critical or important
function for their FE customers.

Documen t Classification: KPMG Confidential | 1 0
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Focus 3: Designation of Critical ICT Providers

1.
Designated
Critical
Supplier

2

Critical CIF
Support

3.
ICT Suppliers not
supporting customer
CIFs

1. Designated Critical Supplier

Direct DORA oversight by the ESAs

Compliance with Article 33 assessment criteria on systemic impact and
substitutability

Comprehensive contractual frameworks under Articles 28 and 30
Supplier types include cloud, data, technology services and network
infrastructure

2. Critical CIF Support

Not directly designated as critical

High customer expectations due to support of critical or important
functions

Evidence required on resilience, continuity and contractual compliance
Customer due diligence may mirror DORA regulatory expectations

3. ICT Suppliers not supporting customer CIFs

Lower immediate DORA exposure

Baseline compliance readiness still expected by customers
Best-practice resilience standards increasingly requested

Potential reclassification if customer dependency or service criticality
changes

Focus Points for Financial
Entities
Designation does not reduce
the financial entity’s
responsibility
Monitoring of CTTP-related
developments

Dependencies on CIFs
Integration into Risk
Management
Governance and the three
Lines of Defence
Mitigation Measures and
Exit Strategies
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Focus 4: Rolinpractice-

still one of the higgest effort drivers

Key challenges Actions
* Fragmented and incomplete data » Structured data consolidation with
landscape clear ownership and reconciliation
- Complex data models » Harmonize internal efforts with

reporting expectations
 Data quality gaps and weak validation
controls

‘ROlisoftentreatedasa
one-off, manual exercise
that’s nﬂtmalﬂtamed 0" « Unclear ownership and fragmented * Operating model with defined

BITID_G[’[!BG in Oner_ at,ons," accountability ownership and governance
making it unsustainable.

* Embedded validation controls to
reduce manual effort and errors

Data
management

* Structured reporting readiness and

» Immature reporting processes and validation approach

readiness

Governance

* Consistent scoping and interpretation

* Inconsistent scoping and regulatory framework

interpretation




Conclusion and outlook

Conclusion 2025

» All examined financial institutions have taken steps
toward DORA compliance

« Ongoing implementation programmes often extend
with milestones into 2027-2028

« Updates to the written risk management framework
were often late and not sufficiently tailored or
approved

« The operationalisation of new rules and processes
is still largely outstanding

Outiook 2026/2021 (@@

Supervisory examinations will become more
institution-specific

ESA Q&As need to be monitored; processes must be
regularly reviewed and adjusted

Regular testing and continuous improvement of
operational resilience will be central to supervision

Additional follow-up audits are expected




KPMG
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KPMG

OneTrust Customer Gase
studies

Building arobust Register of Information
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Sara Assicurazioni -Leading Italian Insurance group strengthening

operational resilience under DORA :
Turning regulatory requirements into “Compliance by Design” operating model Sa ra Q

Challenge ti assicura
» Growing regulatory pressure driven by DORA and NIS2, expanding the scope and responsibility of security, risk and compliance
teams
1 * Fragmented approaches to IT risk, privacy and regulatory compliance
* Increasing need to manage —third-party risk and due diligence in line with DORA expectations
DORA is not just an IT or compliance * Requirements to evidence compliance and governance without increasing operational complexity
exercise — it fundamentally reshapes .
how insurers govern risk, third parties Solution

and resilience

Adopted a “Compliance by Design” approach focused on:
» Centralized IT Risk Management as a foundation
Th|§ Case_de_monstrates how Sara + Expansion into privacy management and regulatory risk assessments
Assicurazioni used DORA and NIS2 as a - Third-Party Management and Due Diligence aligned with DORA requirements
catalyst to move beyond siloed risk and . .
* Asingle platform and common language across teams to support governance and oversight

compliance processes, establishing a Conf o g i dated to int busi
shared, scalable governance model aligned onfigurable, no-code workflows adapted to internal business processes

with regulatory expectations Outcome Company Information
* Improved consistency across risk, security, privacy and compliance teams . |ndustry: Insurance
+ Reduced operational complexity through centralized information and « Employees: ~600
controls « Revenue: Publicly reported

« Strengthen readiness for DORA compliance by 17t Jan 2025

+ Create a scalable foundation that can evolve as regulatory expectations
continue to develop

» Footprint: 700+ locations across ltaly

OneTrust May 18, 2026 ©2026 OneTrust LLC 16



Global ICT & Payments Services provider at the center of the financial

services value chain, supporting regulated financial institutions

Why third-party governance matters across the financial value chain
Challenge

* Increased assurance and governance expectations from regulated customers under DORA
» Fragmented evidence across risk, ICT, privacy and third-party teams

2 » Growing volume of customer audit and supervisory-driven requests

» Manual effort responding to similar questions across regions and customers

DORA is reshaping assurance and
governance expectations across
financial services ecosystem — not just
regulated entities

Solution

The customer focused on strengthening a foundational governance aligned to DORA expectations and principles, centered on:

This case demonstrates how a global ICT » Centralized oversight of ICT and third —party risk
and payments service provider can leverage » Standardized documentation and evidence
an integrated approach to DORA through + Integration of privacy, risk and resilience into one operating model
risk management that incorporates third- «  Ongoing monitoring instead of point-in-time assessments
party risk, IT and security risk management,
compliance automation and incident Outcome Com pany Information
management
* Ability to respond faster and more consistently to regulated- Industry: Payments & ICT
customer requests

Employees: ~24K+ employees globally
Revenue: Publicly reported
Footprint: 28 markets, 400+ branches

* Moved away from customer-by-customer compliance responses
* Reduced duplication of assurance and evidence gathering

* Improved governance confidence without adding headcount

* A scalable model that adapts as DORA guidance evolves

OneTrust May 18, 2026 ©2026 OneTrust LLC 17



Round table -
DORA challenges and
practical solutions
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Roundtable discussion

Topics for
reflection
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Third-Party Risk Management
(TPRM) Webinar

Fromawareness to action: strengthening resilience inarapidly
evolving third-party landscape

Tuesday, 9 June 2026]10:00

Join us for an e gaglng webinar where KPMG experts
from Belgium and Luxembourg share global surve
Insights and practical perspectives on the future of TPRM.
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